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1. WHY THIS POLICY MATTERS
Project Challenge (PC) wants every learner to feel safe, included and able to think for themselves. Most people use the internet, explore ideas and form strong opinions without becoming involved in harm. Sometimes, however, a person or group may use friendship, attention, fear, anger, identity or misleading information to draw someone towards terrorism or support for terrorism.
Knowing how this can happen helps you recognise manipulation, protect yourself and other people, and ask for help early. Prevent is one part of safeguarding: its purpose is to offer support before serious harm happens.
2. WHO THIS POLICY IS FOR
This policy is written mainly for PC learners of all ages. It also explains what staff will do. It applies during lessons, tutorials, remote learning, placements, visits and events, and when online or off-site activity affects your safety or learning at PC.
3. WHAT PREVENT MEANS
Prevent is part of the government’s counter-terrorism strategy. Education providers have a legal duty to help prevent people from becoming terrorists or supporting terrorism. At PC, this means building your confidence and digital awareness, listening when something worries you, checking concerns carefully and arranging suitable help.
Prevent support is not a punishment.
A concern or referral does not mean you are guilty or have committed a crime.
A Prevent referral does not itself give you a criminal record.
Prevent does not ban lawful religion, political belief, protest, debate or criticism of government.
PC must consider every concern fairly and in context.
4. WHAT RADICALISATION MEANS
Radicalisation is the process through which a person comes to support or take part in terrorism. It can involve different terrorist ideologies and can affect people from any background. It may happen gradually or quickly, online or face to face, and sometimes alongside other forms of exploitation or abuse.
Having radical or unpopular ideas is not automatically radicalisation. The safeguarding concern is a possible pathway towards terrorism, support for terrorist violence or preparation for serious harm.
5. WHY SOMEONE MIGHT BE TARGETED
There is no type of person who becomes radicalised. People may be more open to manipulation at a time when they are looking for belonging, purpose, certainty, friendship, status or an explanation for unfairness. Grief, loneliness, bullying, discrimination, trauma, conflict, family difficulties or feeling unheard can sometimes increase risk.
These experiences do not make anyone dangerous. They show why trusted relationships, fair treatment and early support matter. A manipulator may notice a need and pretend to meet it while gradually isolating, pressuring or controlling the person.
6. ONLINE INFLUENCE AND MANIPULATION
Algorithms may repeatedly recommend more extreme material after a few searches or views.
A person may begin with humour, gaming, music, news, conspiracy content or a shared grievance before introducing violent ideas.
Closed chats and online groups may create belonging while discouraging questions or contact with family and friends.
Manipulated images, selective clips, deepfakes and AI-generated material can make false claims look convincing.
Someone may ask you to keep secrets, move to private channels, delete messages, share personal details or prove loyalty.
Propaganda may divide people into “us and them”, blame whole communities or present violence as heroic, necessary or inevitable.
Viewing disturbing material accidentally or because you are curious does not automatically mean you support it. Stop where safe, do not forward it, and tell a trusted adult if it worries you or someone is pressuring you.
7. POSSIBLE WARNING SIGNS
No single sign proves radicalisation. Staff consider patterns, changes, context and whether there may be a connection with terrorism. Concerns may include:
credible praise or support for terrorist attacks or violence;
threats, plans or expressed intent to harm a person or group;
creating, collecting or sharing terrorist material;
secretive contact with concerning people or groups;
increasing pressure to reject trusted relationships and accept only one source of information;
preparation, travel, fundraising or equipment connected with terrorism; or
a strong change in behaviour combined with terrorist ideology, violence or preparation.
8. WHAT IS NOT A WARNING SIGN BY ITSELF
The following should never be treated as proof on their own: a religion or lack of religion; race or nationality; political opinion; lawful protest; criticism of government; clothing or appearance; asking difficult questions; discussing war or injustice; social withdrawal; mental ill health; disability; neurodivergence; or an intense interest in history, weapons, crime or current events.
PC staff must avoid stereotypes and seek evidence. We would rather have an honest conversation than make assumptions about you.
9. YOUR RIGHTS AT PROJECT CHALLENGE
To be treated with dignity and without discrimination.
To hold lawful beliefs and express lawful views, including views staff may disagree with.
To ask questions and discuss difficult subjects in a respectful way.
To know, as far as safety allows, what is happening and why.
To communicate in the way that works best for you and have reasonable adjustments.
To be listened to before conclusions are reached, unless urgent safety action is needed.
To have appropriate ongoing learning, wellbeing and safeguarding support.
To raise a complaint if you believe PC acted unfairly or inaccurately.
10. NEURODIVERSITY, DISABILITY AND FAIR TREATMENT
Neurodivergent learners may communicate directly, repeat language, explore disturbing topics, become deeply interested in a subject, find online trust difficult or show feelings differently. None of these things proves violent intent, terrorism or radicalisation.
Staff will not judge risk from eye contact, tone, facial expression, stillness, movement or diagnosis.
We will separate what happened from assumptions about why.
Questions will be clear and non-leading, with processing time and alternative communication where needed.
We will consider bullying, exploitation, loneliness, trauma, sensory needs and access barriers.
Your support needs and strengths will be included when they help another professional understand the context.
Disability or mental ill health will not be described as the cause of terrorism.
11. WHAT YOU CAN DO
Pause before liking, forwarding or joining material designed to create anger or fear.
Check who created information, what evidence is offered and what may be missing.
Use more than one reliable source, especially for dramatic claims.
Protect personal details and do not move into a private chat because someone pressures you.
Leave, block or report a group or account when it feels unsafe.
Do not download or redistribute terrorist or illegal content.
Talk to a trusted person if something makes you confused, frightened, secretive or pressured.
Tell staff if you are worried about yourself or somebody else.
12. HOW TO TELL US ABOUT A CONCERN
You can speak to any trusted member of PC staff, the Designated Safeguarding Lead or the Prevent Policy Lead. You can speak, write, type, draw, use an agreed communication aid or ask a parent, carer, friend or advocate to help you. You do not need a perfect explanation or proof.
Tell us what happened or what you noticed.
Share the words, account, group, message or behaviour if you can do so safely.
Say whether anyone is in danger now.
Tell us what contact or support would help.
Do not keep viewing, download or forward harmful content just to collect evidence.
13. WHAT HAPPENS WHEN YOU TELL US
A staff member will listen calmly, check immediate safety and pass the concern to trained safeguarding staff. We may ask clear questions and check relevant information so that we understand the context. We will consider whether you need help with online safety, bullying, mental health, exploitation, discrimination or another concern as well as Prevent.
Where safe and appropriate, we will explain what happens next and involve you in support. We may need to share information without permission if someone could be at risk or the law requires it. We will share only what is relevant with people who need to know.
14. WHAT A PREVENT REFERRAL MEANS
If trained staff believe someone may be on a pathway that could lead to terrorism, PC may send a factual referral through the local Prevent route. The police first check for immediate security concerns and whether there is a genuine risk of radicalisation.
A referral is a request for assessment and support, not a finding of guilt.
If Prevent is not the right service, other support may be offered instead.
PC will normally tell you and, where appropriate, your parent or carer, unless this could increase risk or interfere with an investigation.
PC will continue suitable learning and safeguarding support.
15. CHANNEL SUPPORT
If there is a risk of radicalisation, a local group of professionals may consider support through Channel. Channel is confidential, tailored to the person and voluntary. Support can include mentoring, family help, education, careers, online safety, counselling, mental-health support or help to understand and challenge an ideology.
Choosing not to take part is not itself misconduct. Agencies may still need to manage any continuing safety risk and other support may be offered.
16. PRIVACY AND INFORMATION SHARING
PC keeps safeguarding information securely. Records explain what was reported, what was checked, decisions, advice and support. Facts will be separated from opinions. Access is limited to people with a safeguarding or legal need.
We will respect your privacy, but cannot promise absolute confidentiality when someone may be unsafe, a serious crime may have happened or information must be shared by law. We will explain this in an accessible way whenever it is safe to do so.
17. IMMEDIATE DANGER
Call 999 if there is immediate danger, a weapon, a credible imminent threat or a suspected terrorist incident. Do not confront the person or disturb possible evidence. Follow staff or police instructions and move to safety.
18. LEARNING, DISCUSSION AND FREEDOM OF EXPRESSION
PC wants learners to think critically, question information and discuss difficult issues. You may talk about politics, religion, identity, injustice, conflict and government policy. Disagreement is allowed. Threats, harassment, dehumanising language, deliberate support for terrorist violence and attempts to recruit or intimidate others are not acceptable.
Staff will create clear ground rules, use reliable evidence and avoid requiring a learner to defend a whole community or identity group. The aim is to learn how to disagree safely and recognise manipulation.
19. HOW PROJECT CHALLENGE REDUCES RISK
Teach critical thinking, media and AI literacy, online safety and respectful discussion.
Provide trusted adults, accessible reporting and early support.
Train staff to recognise concerns and avoid stereotypes.
Use proportionate internet filtering and monitoring, with human review of alerts.
Assess risks connected with speakers, events, placements and online systems.
Work with safeguarding, local authority, police and Prevent professionals when needed.
Review our Prevent risk assessment, training and learner feedback each year.
20. COMPLAINTS AND REVIEW
If you think PC misunderstood you, recorded something inaccurately, discriminated against you or did not explain or support you properly, speak to the Policy Lead or use the PC Complaints Policy. You may ask someone to help you. A complaint will not stop urgent action needed to protect someone.
21. RELATED DOCUMENTS AND GUIDANCE
Project Challenge Safeguarding and Child Protection Policy
Project Challenge Online Safety and Acceptable Use Policy
Project Challenge Equality, Diversity and Inclusion Policy
Project Challenge Anti-Bullying Policy
Project Challenge Complaints Policy
Current Prevent duty and Channel guidance
Current Keeping Children Safe in Education guidance
Counter-Terrorism and Security Act 2015 and Equality Act 2010


APPENDIX 1: QUICK LEARNER GUIDE
Remember
Prevent is about early support and safety.
A referral is not proof of guilt and does not itself create a criminal record.
Your lawful beliefs, identity, disability and communication style are not warning signs.
Tell us if someone encourages violence, pressures you to keep secrets or isolates you from people you trust.
Do not forward harmful content; ask a trusted person for help.
You may report by speaking, writing, typing or through someone you trust.
If you are worried
Tell any trusted PC staff member.
Say what happened and whether anyone is in immediate danger.
Ask what happens next and what support is available.
Call 999 in an emergency.
Trusted staff member / contact: _________________________________________________


APPENDIX 2: STAFF RESPONSIBILITIES
This appendix summarises the organisational actions that support the learner-facing policy. Staff must follow the full safeguarding procedure and current statutory guidance.
Notice, Check, Share
Notice facts, change, context and immediate danger; record exact words without conducting an investigation.
Check promptly with the DSL or Prevent Policy Lead, considering alternative explanations, other safeguarding needs and reasonable adjustments.
Share through the current local Prevent route when there is reason to believe the person may be on a pathway that could lead to terrorism. Call 999 for immediate danger.
Leadership and assurance
Maintain a current Prevent risk assessment and action plan.
Keep local authority, police and DfE Prevent contacts current.
Provide role-appropriate training and refresh it after guidance or risk changes.
Use proportionate filtering, monitoring and external-speaker checks.
Record referrals, non-referral decisions, advice, support and review.
Monitor equality impact without profiling communities or setting referral targets.
Have regard to section 26 of the Counter-Terrorism and Security Act 2015 and current Prevent and Channel guidance.
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